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DR HR, BIEM Key/Value MRS . REMAM MEOREZE PUT(Key, Value)fn

GET(Key), BRH#E3ERFE| DHT F0M DHT diRBURMEFER Key X RZ#Y Value {E.
DHREHFRLAEE N TR | IS THRE, BREAEEIEMN, REAEHE. HEbiEmHEE

BHST R, SPDTRLNEERENN, RREBEITES.
Data Key Distributed
: Hash , Network
| Fox > function || DFCD3454

The red fox _[Hash ‘

m&seaigoss function }—» S52ED879E

The red fox —

walks across|—o  Hash | I aeaasgal \\

the ice function ‘ Peers

ARIEFENE DHT MEARIIR, RENADHT v AZNE L, SRANEFEIEEL KH
L ABEEL BIAEEEL REWENRT DHTW—LENYH, REHTEHENRE.
1. EAfismiR

EEHRFBAFEBIENE, B% Hash 8558 key BRETE| — =S8 (Keyspace), filan, #
Z={d)[0, 2/AM), F7x 0 ~2/M-1,

RER=EETIEE MK (Keyspace Partition)

WMT AR, F07]898%0E, Fo4 ~2X, BP[0,0][1,3].[4,51,06,7].
O @
L 2 Y
/7 1
»
o »
~_4

7 DHT 1, @=EN@RED [T, BwEm=, 0, 3, 5 7Rr—1MEEETR, e



MEREMRE-XENRE AITR0H3KE00, HT37%KML3], TR50KM45], TR7

36,71,
TERBEENE DHT R ERE %,

2. FHNRFEEEZE

REDEN B HARFPHNREENRTEEL.

2.1 REERHFERIER

DHT — X AR EMBREENTIE, RMAPH AR TN R, BENTREAIRNT

RN, BEEETRETR. £DHT A aEER, M hREHHTR

It

MEREFER,
N5# 17 Stabilization, Bl FEPHEE,
ZEFEE RS succ (FETER) WBTFHA (pred) p; REKRE p 257 n 7l succ 2,

WRZ, N succ HE p ; ABEBH succ B, SREH succ TEMBIFH =,

Algorithm 1 Chord’s periodic stabilization protocol
1: procedure n.STABILIZE()
2 p 1= succ.GetPredecessor()
3 if p € (n,succ) then

4 succ 1= p
5 end if

é: succ.Notify(n)
7- end procedure

8. procedure n.GETPREDECESSOR()
g: return pred
10: end procedure

11: procedure n.NOTIFY(p)
122 if p € (pred, n] then
13 pred :=p

14 end if

15: end procedure

B4, WTERR. BPEF 1 3, 6T (a) ) BEMA—NETRT (b), 74 7 19 succ

TmismE 1, 1% 7 $h475¢ Stabilization, 5% (c) ; 1 6 {75 Stabilization j5, BRI&HAEHN



R (d), ERPRNNRERE.

MEZ— T REEN, BEREDAZMA, BREEMNNEFRERNLE TS RETEMAL
iR, ALFBENTFOT QETRPEE.

WTEMT, RAFEKKFE 3 M WIDR, WEEXRFIANFN TR 7, B 7 £ succ 155t
fgE7T 9 (a); £ 7 55k Stabilization f5 , 5%l (b); tAY , TR 5 ION , F¥& succgm 9
(c); 15 5 526K Stabilization j5 , 8% d ),

IERTINER— key 9 6 FIERARIXEITR 3 L, B4 3 RESEHEETR 9 L ; MURAXETS
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Figure 3.1: Example of inconsistent stabilization.



2.2 REBRARIENRE

AT RERLALRERE , DHT FEMNTE T REHTRIFETE, FELEME , EXEdREEs

i%.

2.2.1 REEHIEX

EERNDEREEE T REMIHE  BEME | BRESATF— IO RERE—DEHRINA
B EFHR, ZEESHENIEER | BRI,

BHO—ATTEMR=IERTTE | BT RIIASE SRR , SUEZEIN/BFTIR
(node), IZHRAIEETR ( node's succ ), ZTRAIBIFER ( node's pred ), 1Z75iAMHExS
BN EEEIFIIMRE | BEFERAHERRETE/(EHRYATEE ( BISI the dining
philosophers [ ),

EE—MEXERATE | BRI RAIZ D AR R, % T Bk , SCEIENE
B [ : e T AEDIERZGERREM] | E2INEFEHY//ENRIEM , B2
EXIRIETSERYE | BURERRIHR R 2T R—EEHEE A,

AT BRRIXANERE , DHT AJLARAARSFRBAIT AR TR, XENMB—FPETHBAT

( LockQueue ) B9753%.

B REBEACH LockQueue Al , HE—NMERFEUR T RET , BRBEBERINEIZ
TRPEBATIG ; ASRIEERFRIBAT IR EH THRI D EC.

BURRETHATEHE RIMABFEEN 7.



Algorithm 2 Asymmetric locking with forwarding
1: procedure n.JoIN(succ) b Join the ring with succ as successor
22 Leaving :=false > Initialize variable
3 LockQueue. ENQUEUE(n) & Enqueue request to local lock
4 slock :=GerSuccLock()

5 pred := succ.pred

6:  pred.succ:=n

7 succ.pred == n

8
9

LockQueue := succ.LockQueue > Copy successor’s queue

LockQueue FILTER(( pred, n)) > Keep requests in the range
1:  succ.LockQueue . FILTER((n, pred)) > Keep requests in the range
1 LockQuene.DEQUEUE() > Remove local request
12: ReLeaseLock(slock)

13: end procedure

12: procedure n.LEAVE() > Leave the ring
15: if n > succ then > Asymmetric Locking
16: slock :=GerSuccLock()

17 Leaving := true > Enable forwarding
18: LockQueune ENQUEUE(N) > Enqueue request to local lock
14 else

20: Leaving := true > Enable forwarding
21: LockQueune ENQUEUE(N) > Enqueue request to local lock
22: slock :=GerSuccLock()

23 end if

24 pred.succ 1= succ

25 succ.pred 1= pred

26: LockQueue. DEQUEUE() > Remove local requst

27 ReLeaseLock(slock)
28: end procedure

ERRTREERRTFE  EREXNEIERIBRNERTIEN IS ELIRETE LRESIEET

1E.

2.2.2 RRFEENEE

BENBEDTRIMAREREE , £ n JAIANART , {84 succ. UPDATEPRED , BD¥E succ T
JoinForward &9 true , REEXT = n BURIETRE N pred 1 succ , AIGEF pre TRAE

FTHENA N, &5% JoinForward &4 false,



Algorithm 4 Pointer updates during joins

1: event n.UrpaTeJOIN() from 1

2!

A

10:
11:
12
13:
14:

15:
16:
17
18:

19:
20:
21:
22:

sendto succ.UrpATEPRED()

event n.UrPDATEPRED() from m
JoinForward :=true

oldpred := pred
pred :=m

event n.JoiINPoINT(p) from m
pred :==p

SuUcc = m

SuUcc == m

JoinForward :=false
sendto pred.FiNisH()

& Assuming succ is correct

> Forwarding Enabled

TRIINRPRSIER.

Node p

>
guc c=q
Suc Ch
‘M

succ:=q

<
%.
» Od e,
q>

2
red”
<JoinPont:
pred:=p
succ:=r

sendto m.JoINPOINT(pred) > Join Point
sendto pred.UrpaTeSucc()
event n.UrpaTeSucc() from m
sendto succ.STOPFORWARDING()
event 1.5STOPFORWARDING() from m
Node q (joining) Node r

JoinForwvard=true
oldpred=pred
pred=q

JoinForwarding=false



XUty , BFEAETR n BIEAHNEEHTEBEN , TE. EXSRENT 858D

= n

AN

89 LeaveForward &9 true ; #8545 succ 89 pred 5=3EM n Y pred T ; ARIER n 89

pred T =AY succ BE#EEME n AY succ TR,

Algorithm 5 Pointer updates during leaves

S A

oW

~]

event #.UPDATELEAVE() from »
LeaveForward := true
sendto succ.LEAVEPOINT(pred)
end event

event n.LEAVEPOINT(p) from m
pred .= p
sendto pred. UPpATESUCC()
end event

event n.UrPpATESUCC() from m
sendto succ.STOPFORWARDING()
Suce = m

: end event

: event 1.STOPFORWARDING() from m
LeaveForward :=false

s: end event

& Forwarding Enabled

> Forwarding Disabled

LA LS E , AJLASSEIRAVEIRRE, WTEFR , BMRIED REISHTAME |

24 JoinForward 79 true EiBEEREAIHR pred =T |, EiEREAE] pred T ;

24 LeaveForward J3 true Bt , S5 KERBIRET RS ;

IR pred TRt , BIEREBRTIRITR  WESRTHRERK

HithBEIigHE AR succ T,



Algorithm 6 Lookup algorithm

event n.Lookur(id, src) from m
if JoinForward = true and m = oldpred then
sendto pred.Lookur(id, src) > Redirect Message
else if LeaveForward = true then
sendto succ.Lookur(id, src) > Redirect Message
else if pred # nil and id € (pred, n] then
sendto src.LookuPDONE(n)
else
sendto succ.Lookur(id, src)
10! end if
11: end event

e e U h W NR

D ERBANRFEEEE  EEARUUSERICN. 1EXPNE T —EEMENURESES

i%.

3. BHEE

DHT IR RIS IMEAIR S, BIEUERAIEMNE B RTREEEERT R L, AT HEIRELH

EHiER, DHT FZRE-ERHBRNBEHEEE,

TERF, MREAMEEMER, SFRAEEHERERZEN, HEEXREAD OMN), n AT ML A
TIREMEE, DHT T D St THE. FZ0T AF—1MH AT, BRT pred A succ T
=, FIEHNT successor-list, IER—EEFEET M. successor-list LAY ID I T ARITES

Z, Hp AHETHA, L=log(N), N 4 Keyspace Z[E]H ID FANE, MRITEERMAZ—D
TR, BLKIZID I T— T RIVEHN successor-list B9 =,

fBlan, NFTEFRMIK, HFP0, 2, 10, 1I52Tm, WT 15 Ta%KH, H successor-list BAT
HEITESIIMNMEN0137), BREL3IM7TAEHS, Frld 15 & successor-list 4{0, 2, 10},

P& 2L—1’



T ERRRES | IEEEILSRAEICHHN—ELHBEE  IBERE A8 E , G2R

% BUEE. TESERENXNEEHTNE.

3.1 FEBASEZE

FREBHEZNEZLEHRE TR, REEKRENINAETE | =, WRERAFET
ZhRE , WEBZBKRERE TR, B—BF—E# ; fFHEE  WSERRRERRSH

/j_—jg@ o

Algorithm 12 Recursive lookup algorithm
1: procedure #.LOOKUP(i, OP)

2 if TERMINATE(?) then

3 p :=NEXT_HOP(7)

4 res := p.op(i) > or could carry parameters
5: return res
6

7
8

else
m :=NEXT_HOP(i)
return m.LOOKUP(i, OP)
9 end if
10: end procedure




3.2 ME#EZE

I EEEERIERMIGEFTE successor-list PAYTIA , MNTFERR.

Algorithm 13 Iterative lookup algorithm
1: procedure n.LOOKUP(i, OP)

2 m:=n

3 while not m.TERMINATE(i) do

4 m := M.NEXT-HOP(i)

5: end while

6

7

8:

p := M.NEXT.-HOP(i)
return p.or(i)
end procedure



3.3 {Ei#Ek

RERPAFEN EEAEZRERNEEERIRS |, Bl 2n, n HIHETRENEE. ATHEEH
BE , ILBREEHTIEN  EES—MBERFMHERRRNTRER |, TEREIETE

& . BSEIRERARIREERKRAITIA.

Algorithm 14 Transitive lookup algorithm

: procedure n.LOOKUP(i, OF)
sendto n.LOOKUP AUX(n, {, OF)
receive LOOKUP RES(r) from g
return r

end procedure

S A

o

6: event n.LOOKUP-AUX(g, i, OP) from m
7: if TERMINATE(7) then

8: P := NEXT_HOP(i)

o sendto p.LOOKUP FIN(g, {, OP)
10 else
11 P :=NEXT_HOP(i)
12: sendto p.LOOKUP_aUX(g, {, OP)
13: end if

14: end event

15: event #.LOOKUP_FIN(g, 1, OP) from m
16: r .= or(i)

17 sendto §.LOOKUP RES(r)

18 end event



on

3.4 FOEE

BIE VME AT ER , 28T successor-list FRVEEHER. A TR , XENERD
8%, RS T —HREHER BRHER. AER T —HRHE , ARnEREIEEEE succ T
, FNRENEERE] succ , BNXT successor-list #H{T7EH., EJ9 keyspace 25XAY , aTLA

FRYE route table 9 ID EEAEHAIT M n FIEHETRZE , IRE |, WEZERERIRE

Algorithm 15 Greedy lookup
1: procedure n.TERMINATE({)
22 return i € (n,succ]

3: end procedure

procedure n.NEXT HOP(i)
if TERMINATE(S) then
return succ
else
¥ 1= Succe
forj:=1 to Kdo
if rt(j) € (n,i) then
r = ri(f)
end if
end for
return r
12 end if
13: end procedure

e O oMb W N

-
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-
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RUEIRESIHIERRIEER | FF RSB EEE.

4. HBREHEZE

xF—EMERIESCETR, flM BHMERSE FREMME (—#t) PRAEBHREFEIE

KEVEGE, AHRIZHER, DHT B DUREASIEMNE L.

ABEEELDNEHEUTER

o THERT, HARUHERK

o ExM FERIERNTSEIRBIHEEN, FFHEBEWENERN
o ZLEEM M- ITRAREKIZTXBERNESR
TEREANAHEHRBEER, B BE% (Broadcast) MMEBRIEEL (Bulk).

4.1 IE8%

I BELRIEEEKRERIFBETRE , ITEFfFR. ATHEERRERZFFIETR , TR,
BEMREINIEA successor-list FIRFPHT R , BIEFBERAEEI[uM), g, RiE[u(M-1),
u(M)) , 2AB[UM-2), uM-1)) , &E2In+1, u(l)). FTLARNE , ZEERERT , HEBESE

THETR , BT RASEEEIZXEK.

Algorithm 19 Simple broadcast algorithm

1: event n.STARTSIMPLEBcAST(msg) from app
2: sendto n.SiMPLEBcAST(msg, n) > Local message to itself
3: end event

event n.SiMrLEBcAsT(msg, limit) from m
Deliver(msg) > Deliver msg to application
fori:= M downto 1do > Node has M unique pointers
if u(i) € (n,limit) then
sendto u(i).SiMPLEBCcAST(msg, limit)
limit := u(i)
end if
end for
end event

2 0N W B W NR




B , I EBEER  BES— I RPaEBiRE—LEE. XEHER LS EEEE S ERME
B, AEIR TRYMAEHE. TR, Ack REIEREINTRES | par RMAEKIR
ME—TR. BErREHMENTRENFIR  NERRELE , SNFEEFESH Ack /G

TRIRESER | ARIRTT R s EEE.

Algorithm 20 Simple broadcast with feedback algorithm

1: event n.StartBeast(msg) from app

2 sendto n.Bcast{msg, n) > Local message to itself
3 end event

1: event n.Bcast{msg, limif) from m

2 FB := Deliver(msg) = Deliver msg and get set of feedback
3 par :=n

4 Ack i =@

5: fori:= M downto 1do > Node has M unique pointers
& if u(i) € {n, limif) then

7 sendto u{i).Bcast(msg, limit)

8 Ack = Ack U {u(i}}

G limit := u{i)

10 end if

11 end for

12 if Ack =@ then

13 sendto par.BcastRese(FB)

14: end if

15: end event

1: event #1.BcasTRESP(F) from m

2: if m = n then

3 sendto app.BcasTTERM(FB)

4 else

5: Ack := Ack — {m}

é: FB:=FBUF

7 if Ack = @ then

8: sendto par.BcasTREsP(FB)
Q: end if
10: end if

11: end event

4.2 HERERE

HWERRMFREZEREHERRLDEESBS T RIPINEE | RESRNEET L BEEEM Ein—

AT, AIERIZTRERRMEEST , MRFENFITIMANRE  SNBKZER. BXEF



EXENHIRRTR. WERFNE LRIRRREEEHEERTE KRB AXEIXI MAYT =,
HEREEXEBEEEN , TEBEFE  MRZT IR EEST , WISHERZEURES ;
AL RS THEEFIRR , BDFURT successor-list ERRIFEREST , IRAFENEERERIZ

RS,

Algorithm 21 Bulk operation algorithm

1: event n.Burk(l, msg) from m
2 if n € I then
3 Deliver(msg) > Deliver msg to application
4 end if
5: limit :=n
6 fori:= M downto 1do > Node has M unique pointers
7 J = [u(i), limit)
8 if IN] # @ then
o: sendto u(i).BuLk(I N J, msg)
10: I:i=1-] >Sameas [:=1—(IN])
11 limit .= u(i)
12: end if
13: end for

14: end event

4.3 Eifth

AEBET, BA—REFHRK, ShEFAERRN, —RXAENRQNTSHEEFERR.
o, ATRFEBENZE, TUEL-ESINBEANHS, BB DYTBEREEEX ;
Ao, EUNBHEBEERS P EBEHTER.

5. BIAEEEZ

MRBERFE—ATRL BA—BRHRRERRIEENT, BABIEEKAEELX,
I, EHRENEIEHTED . XEFTENBLMENRE.

5.1 MFREHRES

IIRE MBI Keyspace R N/AF DNENMRE (F AZHNE) . ERE—NFENEKAETE Key
HEME XN, WHEiR, B—PENEPH key HFE2RMEINA., O TER, 0F18, 1F



9., FWEFME, XLEENHI. YREMHUFLE, H—IPRMAZE, BN, RF

BRIEWED R LAVHE.

- b ]

1<x<f f=2

1= 9(mod. 8).
TEBNEETREORBIT RN/ BREEESEEERE.

511 BRERTZX

TRIIN/BREEZEESRETRHEIEIRE. = n BIIIAZER succ M pred I n 1Y

HEREFTR 0 TR n WEFEFEER pred 2 n FUEIEHRITE] succ .

Algorithm 25 Symmetric replication for joins and leaves

event n.JoINREPLICATION() from m
sendto succ. RETRIEVEITEMS(pred, n, n)
3: end event

-

N

event n.LEAVEREPLICATION() from m
sendto n.ReTRIEVEITEMS(pred, n, succ)
end event

o o+



7. event n.RETRIEVEITEMS(start, end, p) from m
80  forr:=1to fdo

9: items(r] .= @

10! i := start

11 while i # end do

12: i:=id1

13: items|r](i] := local HashTable(r|[i]
14: end while

15! end for

16: sendto p.REPLICATE(items, start, end)

17: end event

18: event n.RepLicATE(ifems, start, end) from m
19: forr:=1 to f do

20: i := start

21 while i # end do

22! i:=idl

23: local HashTable[r|[i] := items]r][i]
24! end while

25! end for

26: end event

5.1.2 HREREX

R EENEX R AR R RS D TR BRI,
RN | FEEREXINAIFNEPRITE T RBEASNAIEE |
HEREBRHERATLNEN ETPRIFE T REK |

AT RTFHERE | XEALF AT,



Algorithm 26 Lookup and item insertion for symmetric replication

1: event n.INSERTITEM(key, value) from app

2 forr:=1to f do

3 replicaKey := key & (r — 1)%

4 n.Lookur(repl icrzKey,Avaﬁ-:m (replicaKey,value,r))
5 end for

6: end event

: procedure n.AppltemM(key, value, r)
local HashTable|key|[r] := value
y: end procedure

@®

10: event n.LookuPITEM(key, r) from app

11 replicaKey := key & (r — 1]%"

12: Lookup{replicaKey,GETITEM(replicaKey, 7))
13: end event

14: procedure n.GerITEM(key, 7)
150 return local HashTable|r|[key]
16: end procedure

5.2 ZBIRHEHRE

ZEIERIA f NEFERERT key BHTIHEIIRAY hash (B , SREI5 f 4 hash BRI =, FHI5
HESHIIXET R L, ZEEFANRRRE | FE hash REHNLREL.

ZAMPIIF IR 2, 7 H1 7 H2 MR HEREL , — Mo 10 TREREHE(5,10189 key , 21
—™ key 73 course A5 H1(course) = 7 , XRHTR 10 AFRMN , BRUTRI0EHT , TR
12 tAz5[512] , B 12 FENEMFD T fetch )9 course RUEHE. AETR 12 FEHKE!

course , IX#F H2(course) A RETEITEIEE , HEIRINAVETE.

5.3 REFIRMHES

545 R BB EIREEE NIRRT f MR LE | B,
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